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                                            ไทย
                                    
                                
	
                                
                                
                                    
                                    
                                        
                                    
                                
                                    
                                            한국어
                                    
                                
	
                                
                                
                                    
                                        
                                    
                                    
                                
                                    
                                            日本語
                                    
                                
	
                                
                                
                                    
                                        
                                    
                                    
                                
                                    
                                            简体中文
                                    
                                
	
                                
                                
                                    
                                    
                                        
                                    
                                
                                    
                                            繁體中文
                                    
                                


                    

                
            

        

    





                            
                            

























    

    



    








    











    
    
    
        
    


    
        Toggle Search
        
    
    
        
            
                
                    
                        
                            
                                Search
                                
                            

                            
                                
                                
                                    
                                        
                                        
                                        
                                        
                                    
                                
                            
                            
                            
									Close Search Panel
							
                                
                                            Advanced Search
                                
                            
                            

                        

                        
                        
                             
                                 
									
									close
									
								

                            
                            
                            
                                
                                    
                                    
                                    
                                    

                                

                                
                                    
                                        Sign In to access restricted content
                                

                            

                            
                            
                            
                                
                                    
                                    
                                        Using Intel.com Search

                                        You can easily search the entire Intel.com site in several ways.

                                        	
                                                Brand Name:
                                                
                                                    Core i9
                                                
                                            
	
                                                Document Number:
                                                
                                                    123456
                                                
                                            
	
                                                Code Name:
                                                
                                                    Alder Lake
                                                
                                            
	
                                                Special Operators:
                                                
                                                    “Ice Lake”, Ice AND Lake, Ice OR Lake, Ice*
                                                
                                            


                                    

                                    
                                    
                                        Quick Links

                                        You can also try the quick links below to see results for most popular searches.

                                        	
                                                
                                                    Product Information
                                                
                                            
	
                                                Support
                                            
                                            
	
                                                
                                                    Drivers & Software
                                                
                                            


                                    

                                    
                                    
                                        
                                            Recent Searches

                                        

                                    

                                

                                
                                    
                                        Sign In to access restricted content
                                

                            

                            
                                 
											
												
												
													Advanced Search

													
														
															
																All of these terms
Any of these terms
Exact term only


																Find results with
															


															
                                                                
                                                                        All Results
                                                                    

                                                                        Product Information
                                                                    

                                                                        Support
                                                                    

                                                                        Drivers & Software
                                                                    

                                                                        Documentation & Resources
                                                                    

                                                                        Partners
                                                                    

                                                                        Communities
                                                                    

                                                                        Corporate
                                                                    


																Show results from
															

														


														
															Only search in

															
																
																	
																	Title

																	
																	
																Description

																	
																	Content ID
															


															
																Search
															
														

													

												

											

											
												Sign in to access
												restricted content.
											

										

                                    
                        

                    

                

            

        

    



                        

                        
                    

                
            
        


		
			























    
    
    
    
    
     
        
        

        
        

        
        

        
        
            
        

    






    
    
    
    
        
    
    






    
        
            
                	
                            1. Intel® MAX® 10 FPGA Configuration Overview

                        


                
                
            
            



















        

    




    
        
            
            
        
    
    





		
        
    







    
    



    
        
            
                
                    
                        The browser version you are using is not recommended for this site.
Please consider upgrading to the latest version of your browser by clicking one of the following links.

                        
                            	Safari
	Chrome
	Edge
	Firefox


                        

                    

                

            

        

    























    























    
        

    
    






    
        
            
                

            

        

        
            
                Intel® MAX® 10 FPGA Configuration User Guide

            


            
                
                    Download PDF
                

                
                    


                
            

        

        
            
                
                
                

            

        

        

            

                
                    
                        ID
                        683865
                    
                


                
                    Date
                    3/27/2023
                


                
                    
                    
                        Version
                        
                        
                            current
                        
                    
                

                
                    Public
                


            


        

        
            
                
                    View More
                    See Less
                
                
            

        

    









    
        
            
                














    
        
            
                











    
        
            
                
                    Visible to Intel only — 

                        GUID:
                        sss1394765379722


                    
                         Ixiasoft
                        

                    
                
                
            
        
    

    
        
            View Details
        

    




            

        
        
            
                
                Close Filter Modal
            
        

            
                Document Table of Contents
            
                
                    
                        
                            Document Table of Contents
                            x
                        

                    


            
                
                    
                    
                        1. Intel® MAX® 10 FPGA Configuration Overview
                    
                
                    
                        2. Intel® MAX® 10 FPGA Configuration Schemes and Features
                    
                    
                
                    
                        3. Intel® MAX® 10 FPGA Configuration Design Guidelines
                    
                    
                
                    
                        4. Intel® MAX® 10 FPGA Configuration IP Core Implementation Guides
                    
                    
                
                    
                        5. Dual Configuration Intel® FPGA IP Core References
                    
                    
                
                    
                        6. Unique Chip ID Intel® FPGA IP Core References
                    
                    
                
                    
                    
                        7. Document Revision History for the Intel® MAX® 10 FPGA Configuration User Guide
                    
                
            

        

        
            
        
            
                
                    
                        
                            2. Intel® MAX® 10 FPGA Configuration Schemes and Features
                            x
                        

                    

                    
                        
                        
                            
                                2.1. Configuration Schemes
                            
                            
                        
                            
                                2.2. Configuration Features
                            
                            
                        
                            
                                2.3. Configuration Details
                            
                            
                        
                    

                

                
                    
                        
                            
                                
                                    
                                        2.1. Configuration Schemes
                                        x
                                    

                                

                                
                                    
                                    
                                        
                                            2.1.1. JTAG Configuration
                                        
                                        
                                        
                                    
                                        
                                            2.1.2. Internal Configuration
                                        
                                        
                                        
                                    
                                

                            

                            
                                
                                    
                                        
                                            
                                                
                                                    2.1.1. JTAG Configuration
                                                    x
                                                

                                            

                                            
                                                
                                                
                                                    
                                                    
                                                        2.1.1.1. JTAG Pins
                                                    
                                                    
                                                
                                            

                                        

                                        
                                            
                                                
                                            
                                        
                                    
                                
                                    
                                        
                                            
                                                
                                                    2.1.2. Internal Configuration
                                                    x
                                                

                                            

                                            
                                                
                                                
                                                    
                                                    
                                                        2.1.2.1. Internal Configuration Modes
                                                    
                                                    
                                                
                                                    
                                                        2.1.2.2. Configuration Flash Memory
                                                    
                                                    
                                                    
                                                
                                                    
                                                        2.1.2.3. In-System Programming
                                                    
                                                    
                                                    
                                                
                                                    
                                                    
                                                        2.1.2.4. Initialization Configuration Bits
                                                    
                                                    
                                                
                                                    
                                                    
                                                        2.1.2.5. Internal Configuration Time
                                                    
                                                    
                                                
                                            

                                        

                                        
                                            
                                                
                                            
                                                
                                                    
                                                        
                                                            
                                                                2.1.2.2. Configuration Flash Memory
                                                                x
                                                            

                                                        

                                                        
                                                            
                                                            
                                                                
                                                                
                                                                    2.1.2.2.1. Configuration Flash Memory Sectors
                                                                
                                                                
                                                            
                                                                
                                                                
                                                                    2.1.2.2.2. Configuration Flash Memory Programming Time
                                                                
                                                                
                                                            
                                                        

                                                    

                                                    
                                                        
                                                            
                                                        
                                                            
                                                        
                                                    
                                                
                                            
                                                
                                                    
                                                        
                                                            
                                                                2.1.2.3. In-System Programming
                                                                x
                                                            

                                                        

                                                        
                                                            
                                                            
                                                                
                                                                
                                                                    2.1.2.3.1. ISP Clamp
                                                                
                                                                
                                                            
                                                                
                                                                
                                                                    2.1.2.3.2. Real-Time ISP
                                                                
                                                                
                                                            
                                                                
                                                                
                                                                    2.1.2.3.3. ISP and Real-Time ISP Instructions
                                                                
                                                                
                                                            
                                                        

                                                    

                                                    
                                                        
                                                            
                                                        
                                                            
                                                        
                                                            
                                                        
                                                    
                                                
                                            
                                                
                                            
                                                
                                            
                                        
                                    
                                
                            
                        
                    
                        
                            
                                
                                    
                                        2.2. Configuration Features
                                        x
                                    

                                

                                
                                    
                                    
                                        
                                            2.2.1. Remote System Upgrade
                                        
                                        
                                        
                                    
                                        
                                            2.2.2. Configuration Design Security
                                        
                                        
                                        
                                    
                                        
                                            2.2.3. SEU Mitigation and Configuration Error Detection
                                        
                                        
                                        
                                    
                                        
                                        
                                            2.2.4. Configuration Data Compression
                                        
                                        
                                    
                                

                            

                            
                                
                                    
                                        
                                            
                                                
                                                    2.2.1. Remote System Upgrade
                                                    x
                                                

                                            

                                            
                                                
                                                
                                                    
                                                    
                                                        2.2.1.1. Remote System Upgrade Flow
                                                    
                                                    
                                                
                                                    
                                                        2.2.1.2. Remote System Upgrade Circuitry
                                                    
                                                    
                                                    
                                                
                                                    
                                                    
                                                        2.2.1.3. User Watchdog Timer
                                                    
                                                    
                                                
                                                    
                                                    
                                                        2.2.1.4. Dual Configuration Intel® FPGA IP Core
                                                    
                                                    
                                                
                                            

                                        

                                        
                                            
                                                
                                            
                                                
                                                    
                                                        
                                                            
                                                                2.2.1.2. Remote System Upgrade Circuitry
                                                                x
                                                            

                                                        

                                                        
                                                            
                                                            
                                                                
                                                                
                                                                    2.2.1.2.1. Remote System Upgrade Circuitry Signals
                                                                
                                                                
                                                            
                                                                
                                                                
                                                                    2.2.1.2.2. Remote System Upgrade Circuitry Input Control
                                                                
                                                                
                                                            
                                                                
                                                                
                                                                    2.2.1.2.3. Remote System Upgrade Input Register
                                                                
                                                                
                                                            
                                                                
                                                                
                                                                    2.2.1.2.4. Remote System Upgrade Status Registers
                                                                
                                                                
                                                            
                                                                
                                                                
                                                                    2.2.1.2.5. Master State Machine
                                                                
                                                                
                                                            
                                                        

                                                    

                                                    
                                                        
                                                            
                                                        
                                                            
                                                        
                                                            
                                                        
                                                            
                                                        
                                                            
                                                        
                                                    
                                                
                                            
                                                
                                            
                                                
                                            
                                        
                                    
                                
                                    
                                        
                                            
                                                
                                                    2.2.2. Configuration Design Security
                                                    x
                                                

                                            

                                            
                                                
                                                
                                                    
                                                        2.2.2.1. AES Encryption Protection
                                                    
                                                    
                                                    
                                                
                                                    
                                                        2.2.2.2. Unique Chip ID
                                                    
                                                    
                                                    
                                                
                                                    
                                                        2.2.2.3. JTAG Secure Mode
                                                    
                                                    
                                                    
                                                
                                                    
                                                    
                                                        2.2.2.4. Verify Protect
                                                    
                                                    
                                                
                                                    
                                                    
                                                        2.2.2.5. JTAG Instruction Availability
                                                    
                                                    
                                                
                                                    
                                                        2.2.2.6. Configuration Flash Memory Permissions
                                                    
                                                    
                                                    
                                                
                                            

                                        

                                        
                                            
                                                
                                                    
                                                        
                                                            
                                                                2.2.2.1. AES Encryption Protection
                                                                x
                                                            

                                                        

                                                        
                                                            
                                                            
                                                                
                                                                
                                                                    2.2.2.1.1. Encryption and Decryption
                                                                
                                                                
                                                            
                                                        

                                                    

                                                    
                                                        
                                                            
                                                        
                                                    
                                                
                                            
                                                
                                                    
                                                        
                                                            
                                                                2.2.2.2. Unique Chip ID
                                                                x
                                                            

                                                        

                                                        
                                                            
                                                            
                                                                
                                                                
                                                                    2.2.2.2.1. Unique Chip ID Intel® FPGA IP Core
                                                                
                                                                
                                                            
                                                        

                                                    

                                                    
                                                        
                                                            
                                                        
                                                    
                                                
                                            
                                                
                                                    
                                                        
                                                            
                                                                2.2.2.3. JTAG Secure Mode
                                                                x
                                                            

                                                        

                                                        
                                                            
                                                            
                                                                
                                                                
                                                                    2.2.2.3.1. JTAG Secure Mode Instructions
                                                                
                                                                
                                                            
                                                        

                                                    

                                                    
                                                        
                                                            
                                                        
                                                    
                                                
                                            
                                                
                                            
                                                
                                            
                                                
                                                    
                                                        
                                                            
                                                                2.2.2.6. Configuration Flash Memory Permissions
                                                                x
                                                            

                                                        

                                                        
                                                            
                                                            
                                                                
                                                                
                                                                    2.2.2.6.1. Flash Region Access Control and Immutability
                                                                
                                                                
                                                            
                                                        

                                                    

                                                    
                                                        
                                                            
                                                        
                                                    
                                                
                                            
                                        
                                    
                                
                                    
                                        
                                            
                                                
                                                    2.2.3. SEU Mitigation and Configuration Error Detection
                                                    x
                                                

                                            

                                            
                                                
                                                
                                                    
                                                    
                                                        2.2.3.1. Configuration Error Detection
                                                    
                                                    
                                                
                                                    
                                                        2.2.3.2. User Mode Error Detection
                                                    
                                                    
                                                    
                                                
                                                    
                                                        2.2.3.3. Error Detection Timing
                                                    
                                                    
                                                    
                                                
                                                    
                                                    
                                                        2.2.3.4. Recovering from CRC Errors
                                                    
                                                    
                                                
                                            

                                        

                                        
                                            
                                                
                                            
                                                
                                                    
                                                        
                                                            
                                                                2.2.3.2. User Mode Error Detection
                                                                x
                                                            

                                                        

                                                        
                                                            
                                                            
                                                                
                                                                
                                                                    2.2.3.2.1. Error Detection Block
                                                                
                                                                
                                                            
                                                                
                                                                
                                                                    2.2.3.2.2. CHANGE_EDREG JTAG Instruction
                                                                
                                                                
                                                            
                                                        

                                                    

                                                    
                                                        
                                                            
                                                        
                                                            
                                                        
                                                    
                                                
                                            
                                                
                                                    
                                                        
                                                            
                                                                2.2.3.3. Error Detection Timing
                                                                x
                                                            

                                                        

                                                        
                                                            
                                                            
                                                                
                                                                
                                                                    2.2.3.3.1. Error Detection Frequency
                                                                
                                                                
                                                            
                                                                
                                                                
                                                                    2.2.3.3.2. Cyclic Redundancy Check Calculation Timing
                                                                
                                                                
                                                            
                                                        

                                                    

                                                    
                                                        
                                                            
                                                        
                                                            
                                                        
                                                    
                                                
                                            
                                                
                                            
                                        
                                    
                                
                                    
                                
                            
                        
                    
                        
                            
                                
                                    
                                        2.3. Configuration Details
                                        x
                                    

                                

                                
                                    
                                    
                                        
                                            2.3.1. Configuration Sequence
                                        
                                        
                                        
                                    
                                        
                                        
                                            2.3.2. Intel® MAX® 10 Configuration Pins
                                        
                                        
                                    
                                

                            

                            
                                
                                    
                                        
                                            
                                                
                                                    2.3.1. Configuration Sequence
                                                    x
                                                

                                            

                                            
                                                
                                                
                                                    
                                                        2.3.1.1. Power-up
                                                    
                                                    
                                                    
                                                
                                                    
                                                    
                                                        2.3.1.2. Configuration
                                                    
                                                    
                                                
                                                    
                                                    
                                                        2.3.1.3. Configuration Error Handling
                                                    
                                                    
                                                
                                                    
                                                    
                                                        2.3.1.4. Initialization
                                                    
                                                    
                                                
                                                    
                                                    
                                                        2.3.1.5. User Mode
                                                    
                                                    
                                                
                                            

                                        

                                        
                                            
                                                
                                                    
                                                        
                                                            
                                                                2.3.1.1. Power-up
                                                                x
                                                            

                                                        

                                                        
                                                            
                                                            
                                                                
                                                                
                                                                    2.3.1.1.1. POR Monitored Voltage Rails for Single-supply and Dual-supply Intel® MAX® 10 Devices
                                                                
                                                                
                                                            
                                                                
                                                                
                                                                    2.3.1.1.2. Monitored Power Supplies Ramp Time Requirement for Intel® MAX® 10 Devices
                                                                
                                                                
                                                            
                                                        

                                                    

                                                    
                                                        
                                                            
                                                        
                                                            
                                                        
                                                    
                                                
                                            
                                                
                                            
                                                
                                            
                                                
                                            
                                                
                                            
                                        
                                    
                                
                                    
                                
                            
                        
                    
                
            
        
            
                
                    
                        
                            3. Intel® MAX® 10 FPGA Configuration Design Guidelines
                            x
                        

                    

                    
                        
                        
                            
                                3.1. Dual-Purpose Configuration Pins
                            
                            
                        
                            
                                3.2. Configuring Intel® MAX® 10 Devices using JTAG Configuration
                            
                            
                        
                            
                                3.3. Configuring Intel® MAX® 10 Devices using Internal Configuration
                            
                            
                        
                            
                                3.4. Implementing ISP Clamp in Intel® Quartus® Prime Software
                            
                            
                        
                            
                            
                                3.5. Accessing Remote System Upgrade through User Logic
                            
                        
                            
                                3.6. Error Detection
                            
                            
                        
                            
                                3.7. Enabling Data Compression
                            
                            
                        
                            
                                3.8. AES Encryption
                            
                            
                        
                            
                                3.9. Intel® MAX® 10 JTAG Secure Design Example
                            
                            
                        
                    

                

                
                    
                        
                            
                                
                                    
                                        3.1. Dual-Purpose Configuration Pins
                                        x
                                    

                                

                                
                                    
                                    
                                        
                                            3.1.1. Guidelines: Dual-Purpose Configuration Pin
                                        
                                        
                                        
                                    
                                        
                                        
                                            3.1.2. Enabling Dual-Purpose Pin
                                        
                                        
                                    
                                

                            

                            
                                
                                    
                                        
                                            
                                                
                                                    3.1.1. Guidelines: Dual-Purpose Configuration Pin
                                                    x
                                                

                                            

                                            
                                                
                                                
                                                    
                                                    
                                                        3.1.1.1. JTAG Pin Sharing Behavior
                                                    
                                                    
                                                
                                            

                                        

                                        
                                            
                                                
                                            
                                        
                                    
                                
                                    
                                
                            
                        
                    
                        
                            
                                
                                    
                                        3.2. Configuring Intel® MAX® 10 Devices using JTAG Configuration
                                        x
                                    

                                

                                
                                    
                                    
                                        
                                        
                                            3.2.1. Auto-Generating Configuration Files for Third-Party Programming Tools
                                        
                                        
                                    
                                        
                                        
                                            Generating Third-Party Programming Files using Intel® Quartus® Prime Programmer
                                        
                                        
                                    
                                        
                                        
                                            3.2.3. JTAG Configuration Setup
                                        
                                        
                                    
                                        
                                        
                                            3.2.4. ICB Settings in JTAG Configuration
                                        
                                        
                                    
                                

                            

                            
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                            
                        
                    
                        
                            
                                
                                    
                                        3.3. Configuring Intel® MAX® 10 Devices using Internal Configuration
                                        x
                                    

                                

                                
                                    
                                    
                                        
                                        
                                            3.3.1. Selecting Internal Configuration Modes
                                        
                                        
                                    
                                        
                                            3.3.2. .pof and ICB Settings
                                        
                                        
                                        
                                    
                                        
                                        
                                            3.3.3. Programming .pof into Internal Flash
                                        
                                        
                                    
                                

                            

                            
                                
                                    
                                
                                    
                                        
                                            
                                                
                                                    3.3.2. .pof and ICB Settings
                                                    x
                                                

                                            

                                            
                                                
                                                
                                                    
                                                    
                                                        3.3.2.1. Auto-Generated .pof
                                                    
                                                    
                                                
                                                    
                                                    
                                                        3.3.2.2. Generating .pof using Convert Programming Files
                                                    
                                                    
                                                
                                                    
                                                    
                                                        Generating Third-Party Programming Files using Intel® Quartus® Prime Programmer
                                                    
                                                    
                                                
                                            

                                        

                                        
                                            
                                                
                                            
                                                
                                            
                                                
                                            
                                        
                                    
                                
                                    
                                
                            
                        
                    
                        
                            
                                
                                    
                                        3.4. Implementing ISP Clamp in Intel® Quartus® Prime Software
                                        x
                                    

                                

                                
                                    
                                    
                                        
                                        
                                            3.4.1. Creating IPS File
                                        
                                        
                                    
                                        
                                        
                                            3.4.2. Executing IPS File
                                        
                                        
                                    
                                

                            

                            
                                
                                    
                                
                                    
                                
                            
                        
                    
                        
                    
                        
                            
                                
                                    
                                        3.6. Error Detection
                                        x
                                    

                                

                                
                                    
                                    
                                        
                                        
                                            3.6.1. Verifying Error Detection Functionality
                                        
                                        
                                    
                                        
                                        
                                            3.6.2. Enabling Error Detection
                                        
                                        
                                    
                                        
                                        
                                            3.6.3. Accessing Error Detection Block Through User Logic
                                        
                                        
                                    
                                

                            

                            
                                
                                    
                                
                                    
                                
                                    
                                
                            
                        
                    
                        
                            
                                
                                    
                                        3.7. Enabling Data Compression
                                        x
                                    

                                

                                
                                    
                                    
                                        
                                        
                                            3.7.1. Enabling Compression Before Design Compilation
                                        
                                        
                                    
                                        
                                        
                                            3.7.2. Enabling Compression After Design Compilation
                                        
                                        
                                    
                                

                            

                            
                                
                                    
                                
                                    
                                
                            
                        
                    
                        
                            
                                
                                    
                                        3.8. AES Encryption
                                        x
                                    

                                

                                
                                    
                                    
                                        
                                        
                                            3.8.1. Generating .ekp File and Encrypt Configuration File
                                        
                                        
                                    
                                        
                                        
                                            3.8.2. Generating .jam/.jbc/.svf file from .ekp file
                                        
                                        
                                    
                                        
                                            3.8.3. Programming .ekp File and Encrypted POF File
                                        
                                        
                                        
                                    
                                        
                                        
                                            3.8.4. Encryption in Internal Configuration
                                        
                                        
                                    
                                

                            

                            
                                
                                    
                                
                                    
                                
                                    
                                        
                                            
                                                
                                                    3.8.3. Programming .ekp File and Encrypted POF File
                                                    x
                                                

                                            

                                            
                                                
                                                
                                                    
                                                    
                                                        3.8.3.1. Programming .ekp File and Encrypted .pof Separately
                                                    
                                                    
                                                
                                                    
                                                    
                                                        3.8.3.2. Integrate the .ekp into .pof Programming
                                                    
                                                    
                                                
                                            

                                        

                                        
                                            
                                                
                                            
                                                
                                            
                                        
                                    
                                
                                    
                                
                            
                        
                    
                        
                            
                                
                                    
                                        3.9. Intel® MAX® 10 JTAG Secure Design Example
                                        x
                                    

                                

                                
                                    
                                    
                                        
                                        
                                            3.9.1. Internal and External JTAG Interfaces
                                        
                                        
                                    
                                        
                                        
                                            3.9.2. JTAG WYSIWYG Atom for JTAG Control Block Access Using Internal JTAG Interface
                                        
                                        
                                    
                                        
                                        
                                            3.9.3. Executing LOCK and UNLOCK JTAG Instructions
                                        
                                        
                                    
                                        
                                        
                                            3.9.4. Verifying the JTAG Secure Mode
                                        
                                        
                                    
                                

                            

                            
                                
                                    
                                
                                    
                                
                                    
                                
                                    
                                
                            
                        
                    
                
            
        
            
                
                    
                        
                            4. Intel® MAX® 10 FPGA Configuration IP Core Implementation Guides
                            x
                        

                    

                    
                        
                        
                            
                                4.1. Unique Chip ID Intel® FPGA IP Core
                            
                            
                        
                            
                                4.2. Dual Configuration Intel® FPGA IP Core
                            
                            
                        
                    

                

                
                    
                        
                            
                                
                                    
                                        4.1. Unique Chip ID Intel® FPGA IP Core
                                        x
                                    

                                

                                
                                    
                                    
                                        
                                        
                                            4.1.1. Instantiating the Unique Chip ID Intel® FPGA IP Core
                                        
                                        
                                    
                                        
                                        
                                            4.1.2. Resetting the Unique Chip ID Intel® FPGA IP Core
                                        
                                        
                                    
                                

                            

                            
                                
                                    
                                
                                    
                                
                            
                        
                    
                        
                            
                                
                                    
                                        4.2. Dual Configuration Intel® FPGA IP Core
                                        x
                                    

                                

                                
                                    
                                    
                                        
                                        
                                            4.2.1. Instantiating the Dual Configuration Intel® FPGA IP Core
                                        
                                        
                                    
                                

                            

                            
                                
                                    
                                
                            
                        
                    
                
            
        
            
                
                    
                        
                            5. Dual Configuration Intel® FPGA IP Core References
                            x
                        

                    

                    
                        
                        
                            
                            
                                5.1. Dual Configuration Intel® FPGA IP Core Avalon® Memory-Mapped Address Map
                            
                        
                            
                            
                                5.2. Dual Configuration Intel® FPGA IP Core Parameters
                            
                        
                    

                

                
                    
                        
                    
                        
                    
                
            
        
            
                
                    
                        
                            6. Unique Chip ID Intel® FPGA IP Core References
                            x
                        

                    

                    
                        
                        
                            
                            
                                6.1. Unique Chip ID Intel® FPGA IP Core Ports
                            
                        
                    

                

                
                    
                        
                    
                
            
        
            
        
        
            
                Introduction
                
            

        
    

    
        
            
                
                Close Filter Modal
            
        

        
        
            
                
                
                    
                        
                        1. Intel® MAX® 10 FPGA Configuration Overview
                    

                
                
                    
                        
                            
                                	Supported Configuration Features
	Related IP Cores


                            
                        

                    
                    
                

            

        
            
                
                    
                        
                        2. Intel® MAX® 10 FPGA Configuration Schemes and Features
                    

                
                
                
                    
                    
                        
                        
                            
                                
                                2.1. Configuration Schemes
                            

                            
                                
                                
                                    
                                    
                                        
                                            
                                            2.1.1. JTAG Configuration
                                        

                                        
                                            
                                            
                                                
                                                    	 2.1.1.1. JTAG Pins


                                                
                                                
                                            
                                        

                                    
                                
                                    
                                    
                                        
                                            
                                            2.1.2. Internal Configuration
                                        

                                        
                                            
                                            
                                                
                                                    	 2.1.2.1. Internal Configuration Modes


                                                
                                                
                                            
                                                
                                                
                                                    
                                                        
                                                        2.1.2.2. Configuration Flash Memory
                                                    

                                                    
                                                        
                                                        
                                                            
                                                                	 2.1.2.2.1. Configuration Flash Memory Sectors
                                                                    


                                                            
                                                            
                                                        
                                                            
                                                                	 2.1.2.2.2. Configuration Flash Memory Programming Time
                                                                    


                                                            
                                                            
                                                        
                                                    

                                                
                                            
                                                
                                                
                                                    
                                                        
                                                        2.1.2.3. In-System Programming
                                                    

                                                    
                                                        
                                                        
                                                            
                                                                	 2.1.2.3.1. ISP Clamp
                                                                    


                                                            
                                                            
                                                        
                                                            
                                                                	 2.1.2.3.2. Real-Time ISP
                                                                    


                                                            
                                                            
                                                        
                                                            
                                                                	 2.1.2.3.3. ISP and Real-Time ISP Instructions
                                                                    


                                                            
                                                            
                                                        
                                                    

                                                
                                            
                                                
                                                    	 2.1.2.4. Initialization Configuration Bits


                                                
                                                
                                            
                                                
                                                    	 2.1.2.5. Internal Configuration Time


                                                
                                                
                                            
                                        

                                    
                                
                            

                        
                    
                        
                        
                            
                                
                                2.2. Configuration Features
                            

                            
                                
                                
                                    
                                    
                                        
                                            
                                            2.2.1. Remote System Upgrade
                                        

                                        
                                            
                                            
                                                
                                                    	 2.2.1.1. Remote System Upgrade Flow


                                                
                                                
                                            
                                                
                                                
                                                    
                                                        
                                                        2.2.1.2. Remote System Upgrade Circuitry
                                                    

                                                    
                                                        
                                                        
                                                            
                                                                	 2.2.1.2.1. Remote System Upgrade Circuitry Signals
                                                                    


                                                            
                                                            
                                                        
                                                            
                                                                	 2.2.1.2.2. Remote System Upgrade Circuitry Input Control
                                                                    


                                                            
                                                            
                                                        
                                                            
                                                                	 2.2.1.2.3. Remote System Upgrade Input Register
                                                                    


                                                            
                                                            
                                                        
                                                            
                                                                	 2.2.1.2.4. Remote System Upgrade Status Registers
                                                                    


                                                            
                                                            
                                                        
                                                            
                                                                	 2.2.1.2.5. Master State Machine
                                                                    


                                                            
                                                            
                                                        
                                                    

                                                
                                            
                                                
                                                    	 2.2.1.3. User Watchdog Timer


                                                
                                                
                                            
                                                
                                                    	 2.2.1.4. Dual Configuration Intel® FPGA IP Core


                                                
                                                
                                            
                                        

                                    
                                
                                    
                                    
                                        
                                            
                                            2.2.2. Configuration Design Security
                                        

                                        
                                            
                                            
                                                
                                                
                                                    
                                                        
                                                        2.2.2.1. AES Encryption Protection
                                                    

                                                    
                                                        
                                                        
                                                            
                                                                	 2.2.2.1.1. Encryption and Decryption
                                                                    


                                                            
                                                            
                                                        
                                                    

                                                
                                            
                                                
                                                
                                                    
                                                        
                                                        2.2.2.2. Unique Chip ID
                                                    

                                                    
                                                        
                                                        
                                                            
                                                                	 2.2.2.2.1. Unique Chip ID Intel® FPGA IP Core
                                                                    


                                                            
                                                            
                                                        
                                                    

                                                
                                            
                                                
                                                
                                                    
                                                        
                                                        2.2.2.3. JTAG Secure Mode
                                                    

                                                    
                                                        
                                                        
                                                            
                                                                	 2.2.2.3.1. JTAG Secure Mode Instructions
                                                                    


                                                            
                                                            
                                                        
                                                    

                                                
                                            
                                                
                                                    	 2.2.2.4. Verify Protect


                                                
                                                
                                            
                                                
                                                    	 2.2.2.5. JTAG Instruction Availability


                                                
                                                
                                            
                                                
                                                
                                                    
                                                        
                                                        2.2.2.6. Configuration Flash Memory Permissions
                                                    

                                                    
                                                        
                                                        
                                                            
                                                                	 2.2.2.6.1. Flash Region Access Control and Immutability
                                                                    


                                                            
                                                            
                                                        
                                                    

                                                
                                            
                                        

                                    
                                
                                    
                                    
                                        
                                            
                                            2.2.3. SEU Mitigation and Configuration Error Detection
                                        

                                        
                                            
                                            
                                                
                                                    	 2.2.3.1. Configuration Error Detection


                                                
                                                
                                            
                                                
                                                
                                                    
                                                        
                                                        2.2.3.2. User Mode Error Detection
                                                    

                                                    
                                                        
                                                        
                                                            
                                                                	 2.2.3.2.1. Error Detection Block
                                                                    


                                                            
                                                            
                                                        
                                                            
                                                                	 2.2.3.2.2. CHANGE_EDREG JTAG Instruction
                                                                    


                                                            
                                                            
                                                        
                                                    

                                                
                                            
                                                
                                                
                                                    
                                                        
                                                        2.2.3.3. Error Detection Timing
                                                    

                                                    
                                                        
                                                        
                                                            
                                                                	 2.2.3.3.1. Error Detection Frequency
                                                                    


                                                            
                                                            
                                                        
                                                            
                                                                	 2.2.3.3.2. Cyclic Redundancy Check Calculation Timing
                                                                    


                                                            
                                                            
                                                        
                                                    

                                                
                                            
                                                
                                                    	 2.2.3.4. Recovering from CRC Errors


                                                
                                                
                                            
                                        

                                    
                                
                                    
                                        	 2.2.4. Configuration Data Compression


                                    
                                    
                                
                            

                        
                    
                        
                        
                            
                                
                                2.3. Configuration Details
                            

                            
                                
                                
                                    
                                    
                                        
                                            
                                            2.3.1. Configuration Sequence
                                        

                                        
                                            
                                            
                                                
                                                
                                                    
                                                        
                                                        2.3.1.1. Power-up
                                                    

                                                    
                                                        
                                                        
                                                            
                                                                	 2.3.1.1.1. POR Monitored Voltage Rails for Single-supply and Dual-supply Intel® MAX® 10 Devices
                                                                    


                                                            
                                                            
                                                        
                                                            
                                                                	 2.3.1.1.2. Monitored Power Supplies Ramp Time Requirement for Intel® MAX® 10 Devices
                                                                    


                                                            
                                                            
                                                        
                                                    

                                                
                                            
                                                
                                                    	 2.3.1.2. Configuration


                                                
                                                
                                            
                                                
                                                    	 2.3.1.3. Configuration Error Handling


                                                
                                                
                                            
                                                
                                                    	 2.3.1.4. Initialization


                                                
                                                
                                            
                                                
                                                    	 2.3.1.5. User Mode


                                                
                                                
                                            
                                        

                                    
                                
                                    
                                        	 2.3.2. Intel® MAX® 10 Configuration Pins


                                    
                                    
                                
                            

                        
                    
                

            

        
            
                
                    
                        
                        3. Intel® MAX® 10 FPGA Configuration Design Guidelines
                    

                
                
                
                    
                    
                        
                        
                            
                                
                                3.1. Dual-Purpose Configuration Pins
                            

                            
                                
                                
                                    
                                    
                                        
                                            
                                            3.1.1. Guidelines: Dual-Purpose Configuration Pin
                                        

                                        
                                            
                                            
                                                
                                                    	 3.1.1.1. JTAG Pin Sharing Behavior


                                                
                                                
                                            
                                        

                                    
                                
                                    
                                        	 3.1.2. Enabling Dual-Purpose Pin


                                    
                                    
                                
                            

                        
                    
                        
                        
                            
                                
                                3.2. Configuring Intel® MAX® 10 Devices using JTAG Configuration
                            

                            
                                
                                
                                    
                                        	 3.2.1. Auto-Generating Configuration Files for Third-Party Programming Tools


                                    
                                    
                                
                                    
                                        	 Generating Third-Party Programming Files using Intel® Quartus® Prime Programmer


                                    
                                    
                                
                                    
                                        	 3.2.3. JTAG Configuration Setup


                                    
                                    
                                
                                    
                                        	 3.2.4. ICB Settings in JTAG Configuration


                                    
                                    
                                
                            

                        
                    
                        
                        
                            
                                
                                3.3. Configuring Intel® MAX® 10 Devices using Internal Configuration
                            

                            
                                
                                
                                    
                                        	 3.3.1. Selecting Internal Configuration Modes


                                    
                                    
                                
                                    
                                    
                                        
                                            
                                            3.3.2. .pof and ICB Settings
                                        

                                        
                                            
                                            
                                                
                                                    	 3.3.2.1. Auto-Generated .pof


                                                
                                                
                                            
                                                
                                                    	 3.3.2.2. Generating .pof using Convert Programming Files


                                                
                                                
                                            
                                                
                                                    	 Generating Third-Party Programming Files using Intel® Quartus® Prime Programmer


                                                
                                                
                                            
                                        

                                    
                                
                                    
                                        	 3.3.3. Programming .pof into Internal Flash


                                    
                                    
                                
                            

                        
                    
                        
                        
                            
                                
                                3.4. Implementing ISP Clamp in Intel® Quartus® Prime Software
                            

                            
                                
                                
                                    
                                        	 3.4.1. Creating IPS File


                                    
                                    
                                
                                    
                                        	 3.4.2. Executing IPS File


                                    
                                    
                                
                            

                        
                    
                        
                            	3.5. Accessing Remote System Upgrade through User Logic


                        
                        
                    
                        
                        
                            
                                
                                3.6. Error Detection
                            

                            
                                
                                
                                    
                                        	 3.6.1. Verifying Error Detection Functionality


                                    
                                    
                                
                                    
                                        	 3.6.2. Enabling Error Detection


                                    
                                    
                                
                                    
                                        	 3.6.3. Accessing Error Detection Block Through User Logic


                                    
                                    
                                
                            

                        
                    
                        
                        
                            
                                
                                3.7. Enabling Data Compression
                            

                            
                                
                                
                                    
                                        	 3.7.1. Enabling Compression Before Design Compilation


                                    
                                    
                                
                                    
                                        	 3.7.2. Enabling Compression After Design Compilation


                                    
                                    
                                
                            

                        
                    
                        
                        
                            
                                
                                3.8. AES Encryption
                            

                            
                                
                                
                                    
                                        	 3.8.1. Generating .ekp File and Encrypt Configuration File


                                    
                                    
                                
                                    
                                        	 3.8.2. Generating .jam/.jbc/.svf file from .ekp file


                                    
                                    
                                
                                    
                                    
                                        
                                            
                                            3.8.3. Programming .ekp File and Encrypted POF File
                                        

                                        
                                            
                                            
                                                
                                                    	 3.8.3.1. Programming .ekp File and Encrypted .pof Separately


                                                
                                                
                                            
                                                
                                                    	 3.8.3.2. Integrate the .ekp into .pof Programming


                                                
                                                
                                            
                                        

                                    
                                
                                    
                                        	 3.8.4. Encryption in Internal Configuration


                                    
                                    
                                
                            

                        
                    
                        
                        
                            
                                
                                3.9. Intel® MAX® 10 JTAG Secure Design Example
                            

                            
                                
                                
                                    
                                        	 3.9.1. Internal and External JTAG Interfaces


                                    
                                    
                                
                                    
                                        	 3.9.2. JTAG WYSIWYG Atom for JTAG Control Block Access Using Internal JTAG Interface


                                    
                                    
                                
                                    
                                        	 3.9.3. Executing LOCK and UNLOCK JTAG Instructions


                                    
                                    
                                
                                    
                                        	 3.9.4. Verifying the JTAG Secure Mode


                                    
                                    
                                
                            

                        
                    
                

            

        
            
                
                    
                        
                        4. Intel® MAX® 10 FPGA Configuration IP Core Implementation Guides
                    

                
                
                
                    
                    
                        
                        
                            
                                
                                4.1. Unique Chip ID Intel® FPGA IP Core
                            

                            
                                
                                
                                    
                                        	 4.1.1. Instantiating the Unique Chip ID Intel® FPGA IP Core


                                    
                                    
                                
                                    
                                        	 4.1.2. Resetting the Unique Chip ID Intel® FPGA IP Core


                                    
                                    
                                
                            

                        
                    
                        
                        
                            
                                
                                4.2. Dual Configuration Intel® FPGA IP Core
                            

                            
                                
                                
                                    
                                        	 4.2.1. Instantiating the Dual Configuration Intel® FPGA IP Core


                                    
                                    
                                
                            

                        
                    
                

            

        
            
                
                    
                        
                        5. Dual Configuration Intel® FPGA IP Core References
                    

                
                
                
                    
                    
                        
                            	5.1. Dual Configuration Intel® FPGA IP Core Avalon® Memory-Mapped Address Map


                        
                        
                    
                        
                            	5.2. Dual Configuration Intel® FPGA IP Core Parameters


                        
                        
                    
                

            

        
            
                
                    
                        
                        6. Unique Chip ID Intel® FPGA IP Core References
                    

                
                
                
                    
                    
                        
                            	6.1. Unique Chip ID Intel® FPGA IP Core Ports


                        
                        
                    
                

            

        
            
                
                
                    
                        
                        7. Document Revision History for the Intel® MAX® 10 FPGA Configuration User Guide
                    

                
                
                    
                    
                

            

        
        

        

    






                
                
                    
                    
                        
















    
            











    
        
            
                
                    Visible to Intel only — 

                        GUID:
                        sss1394765379722


                    
                         Ixiasoft
                        

                    
                
                
            
        
    

    
        
            View Details
        

    




    


    
        1. Intel® MAX® 10 FPGA Configuration Overview

         
  
  You can configure  Intel® MAX® 10 configuration RAM (CRAM) using the following configuration schemes: 
 
  	JTAG configuration—using JTAG interface.
	Internal configuration—using internal flash.

 
   
   Supported Configuration Features
 
    
    
      Table 1.  Configuration Schemes and Features Supported by  Intel® MAX® 10 Devices
     	Configuration Scheme	Remote System Upgrade	Compression	Design Security	SEU Mitigation
	JTAG configuration	—	—	—	Yes
	Internal configuration	Yes	Yes	Yes	Yes

 
   
 
  
 
   
   Related IP Cores
 
   	Dual Configuration  Intel® FPGA IP—used in the remote system upgrade feature. 
	Unique Chip ID  Intel® FPGA IP—retrieves the chip ID of  Intel® MAX® 10 devices. 

 
  
 
 
 
  
  
   Related Information
   
 
   
    Intel MAX 10 FPGA Configuration Schemes and Features
   
 
   
    Intel MAX 10 FPGA Configuration Design Guidelines
   
 
   
    Unique Chip ID Intel FPGA IP Core
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